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Executive Summary 
  

The emergence of social media platforms has offered an unprecedented shift in 
modern American speech and debate regarding sensitive political and social topics to 
the internet. While platforms such as Facebook and Twitter (now “X”) give everyday 
Americans an opportunity to publicly share and debate their opinions on hot-button 
issues online, until recently little was known about how these platforms moderated 
content. Information revealed by lawsuits, public information, and Congressional 
investigations requests has made it increasingly apparent that federal actors have 
overstepped their bounds in pressuring tech platforms to censor Americans online.  
 

Watchdog organizations, independent journalists, congressional committees, and 
legal challenges have uncovered internal conversations, thinly veiled threats to social 
media companies, and similar records that reveal the federal government’s far-reaching 
effort to censor American speech online. Notably, after Elon Musk acquired Twitter in 
October 2022, journalists Bari Weiss, Matt Taibbi, and Michael Shellenberger were 
granted access to internal documents from previous Twitter executives detailing content 
moderation decisions. Since then, the journalists have released a multi-part series on 
Twitter called the “Twitter Files” exposing conversations between Twitter executives and 
federal actors that led to outright bans, de-amplification of accounts and narratives, and 
other efforts to censor or suppress the speech of American citizens.1 

 
Watchdog groups like the Foundation for Freedom Online, America First Legal, 

and Protect the Public’s Trust, as well as several congressional committees, have dug 
further into the censorship industrial complex. This intricate network involves 
government agencies utilizing taxpayer funds and repurposing existing programs to 
spearhead a censorship industry. The resulting collaboration to censor Americans, 
deputized by the federal government, involves universities, private firms, and think 
tanks working closely with federal actors to threaten, pressure, and cajole major tech 
platforms (Twitter, Facebook, Reddit, YouTube) to suppress narratives that dissent from 
the official narratives advanced by the government.  

 
Multiple congressional committees have delved into various components of the 

censorship industrial complex, notably probing the Department of Homeland Security’s 
(DHS) Cybersecurity & Infrastructure Security Agency (CISA), which has been most 
closely linked with outsourcing to seemingly nongovernmental entities of the dubious 
task of censorship. The House Homeland Security Subcommittee on Oversight, 
Investigations, and Accountability, led by Chairman Dan Bishop has been instrumental 
in this effort to expose censorship laundering efforts. During a May 11, 2023, hearing, 
the Subcommittee drew upon research uncovered by the Foundation for Freedom 
Online to scrutinize CISA organizing private firms for censorship activities and 
monitoring purported domestic “disinformation.”2 Subsequently, on June 26, 2023, the 

 
1 Aimee Picchi, “Twitter Files: What They Are and Why They Matter,” CBS News, last updated Dec. 14, 
2022, https://www.cbsnews.com/news/twitter-files-matt-taibbi-bari-weiss-michael-shellenberger-elon-
musk/. 
2 Homeland Security Republicans, “Bishop to Hold Subcommittee Hearing on DHS Mis-, Dis-, 
Malinformation Monitoring,” Press Release, May 10, 2023, 

https://www.cbsnews.com/news/twitter-files-matt-taibbi-bari-weiss-michael-shellenberger-elon-musk/
https://www.cbsnews.com/news/twitter-files-matt-taibbi-bari-weiss-michael-shellenberger-elon-musk/
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House Judiciary Committee’s Select Subcommittee on the Weaponization of the Federal 
Government exposed CISA’s attempts to conceal their censorship practices.3 
  

From a legal and policy standpoint, the most important blows to the censorship 
industrial complex have come via the State of Missouri’s lawsuit against the Biden 
administration. Missouri v. Biden has revealed that the censorship problem has spread 
across the federal government and has outed, among others, several high-level White 
House officials as expressly using their official authority to suppress lawful and 
constitutionally protected speech of American citizens. Recently, the Supreme Court 
agreed to review4 an injunction issued against CISA, the CDC, the Surgeon General, the 
FBI, and the White House limiting their ability to demand social media companies 
censor American speech.5  
  

The rise of the domestic censorship industry in recent years carries with it the 
potential for a systematic elimination of dissenting political opinions and narratives if 
genuine reform efforts are not enacted. As additional layers of the government-
approved censorship onion are peeled back, it becomes crucial to reflect upon how to 
best preserve the fundamental principles of free speech and democracy in America. This 
report identifies six policy changes that, if implemented, could start to dismantle the 
censorship industrial complex and restore the ability of American citizens to exercise 
their First Amendment rights to free speech online.  
 
  

 
https://homeland.house.gov/2023/05/10/tomorrow-at-2-pm-bishop-to-hold-subcommittee-hearing-on-
dhs-mis-dis-malinformation-
monitoring/#:~:text=WASHINGTON%2C%20D.C.%20%E2%80%93%20Tomorrow%2C%20May,could%
20be%20used%20to%20monitor. 
3House of Representatives Judiciary Committee, “New Report Reveals CISA Tried to Cover Up Censorship 
Practices,” Press Release, June 26, 2023, https://judiciary.house.gov/media/press-releases/new-report-
reveals-cisa-tried-cover-censorship-practices. 
4 Murthy, et al. v. Missouri, et a., Case No. 23A243 (23-411) (Oct. 20, 2023). 
5 Missouri v. Biden, Case No. 23-30445, 2023 WL 6425697 (5th Cir. Oct. 3, 2023). 

https://homeland.house.gov/2023/05/10/tomorrow-at-2-pm-bishop-to-hold-subcommittee-hearing-on-dhs-mis-dis-malinformation-monitoring/#:~:text=WASHINGTON%2C%20D.C.%20%E2%80%93%20Tomorrow%2C%20May,could%20be%20used%20to%20monitor
https://homeland.house.gov/2023/05/10/tomorrow-at-2-pm-bishop-to-hold-subcommittee-hearing-on-dhs-mis-dis-malinformation-monitoring/#:~:text=WASHINGTON%2C%20D.C.%20%E2%80%93%20Tomorrow%2C%20May,could%20be%20used%20to%20monitor
https://homeland.house.gov/2023/05/10/tomorrow-at-2-pm-bishop-to-hold-subcommittee-hearing-on-dhs-mis-dis-malinformation-monitoring/#:~:text=WASHINGTON%2C%20D.C.%20%E2%80%93%20Tomorrow%2C%20May,could%20be%20used%20to%20monitor
https://homeland.house.gov/2023/05/10/tomorrow-at-2-pm-bishop-to-hold-subcommittee-hearing-on-dhs-mis-dis-malinformation-monitoring/#:~:text=WASHINGTON%2C%20D.C.%20%E2%80%93%20Tomorrow%2C%20May,could%20be%20used%20to%20monitor
https://judiciary.house.gov/media/press-releases/new-report-reveals-cisa-tried-cover-censorship-practices
https://judiciary.house.gov/media/press-releases/new-report-reveals-cisa-tried-cover-censorship-practices
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Introduction 
 

There are three main categories used by the censors to distinguish between 
different speech violations on social media: dis-, mis-, and mal- information. 
Disinformation is deliberately created to mislead, harm, or manipulate. Misinformation 
is factually false, but not created or shared with the intent to cause harm. 
Malinformation is defined as factually correct speech that has been taken out of or 
presented without context. 

 
“Disinformation” and “misinformation” are real. There are bad actors who want 

to intentionally spread false information to serve their own ends. There are also people 
who honestly believe things that just are not true. Moreover, whether intentional or not, 
this false information can have real, negative consequences: from luring speakers into 
minor faux paus to potentially starting wars.  

 
The problem with regulating these categories of speech boils down to a simple 

question: who decides? Regulating “dis-” or “misinformation” requires someone to first 
determine what is and what is not true, then seek to impose that determination on other 
people. Regulating “malinformation” is even more Orwellian—it begins with the premise 
that what is being said is actually true, but that the speaker’s interpretation or 
conclusion is wrong or that the speaker presents the information in a way that it could 
lead listeners to the “wrong” interpretation or conclusion.  

 
This is a dangerous line of thinking that is ultimately irreconcilable with a free 

society. Giving power to any one source to decide and enforce its view of what is true 
and what is not creates great risk of an abuse of that power. 

 
In a free society, where government derives its authority from the consent of the 

governed, the answer to the question “who decides” cannot be the government.  
 
First, it risks inverting the relationship between the people—who are supposed to 

provide direction to the government—and the government—that is supposed to serve 
the people.  

 
Second, the government is really bad at it. Government is ultimately a human 

institution. As such, it is susceptible to the same flaws, cognitive biases, and self-
interested behavior as individuals. In short, government can—and often is—wrong about 
things. The search for truth requires people to be able to question government 
pronouncements and narratives.   

 
And third, its power makes it a particularly bad entity to rely upon. If my 

neighbor thinks I am wrong, I can ignore his views. If the government thinks I am 
wrong and has the authority to impose its view of truth, it could bankrupt or even 
imprison me if the current trend is taken to its logical conclusion. That is, unless the 
people check that power.  
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Government can have a role to play in the marketplace of ideas. But it is through 
engagement in that marketplace, providing its own evidence, and letting the American 
people make their own decisions—not through coercion.  

 
In sum, we must return to first principles: the government should not be the 

arbiter of truth, Americans’ First Amendment rights are not mere suggestions, and the 
way out of a perceived disinformation war continues to be more speech, not less.  
 

Section 1: The Government Should No Longer Be the Arbiter of Truth 
 

Background 
  

The mis-, dis-, and mal-information designations used by censors may serve a 
useful purpose for law enforcement or national security officials. But the three 
categories ultimately represent different entry ways for the government to act as the 
arbiter of truth, likely in violation of the rights of the public to participate in a free and 
open dialogue in the arena of ideas. 

Analysis 
 
As explored more below, the federal government’s foray into identifying and 

seeking to suppress online speech largely centered around stopping the dissemination of 
purportedly false and intentionally harmful information from hostile foreign actors. 
Unsurprisingly, public support for the government’s role in fighting real foreign 
disinformation has often been strong despite the weak legal ground supporting their 
engagement. Yet evidence suggests that government has fallen down a slippery slope 
leading from combating purported foreign “disinformation” to targeting truthful 
domestic speech that reaches disfavored conclusions. While this fact appears to be 
evident from what we know about reported or tagged social media posts, the data is 
difficult to gather. This appears to be a feature not a bug since the government and its 
partners have avoided formal classification by information type altogether.  

 
Analysis of the Election Integrity Partnership’s (EIP) 2021 post-election report6 

and the ticketing system that flagged various online speech offers the following data 
points:  

 
• 72% of “tickets” for flagged speech was “categorized as delegitimization,” 

which appears to apply regardless of if the information was true or false;7 
• 49% of tickets involved an “exaggerated issue;”8  
• 26% of tickets involved an electoral process issue incorrectly framed as 

partisan; 

 
6 See Election Integrity Project, “The Long Fuse: Misinformation and the 2020 Election,” Stanford, last  
updated June 15, 2021, 3,https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-
Report.pdf#page=21. (EIP Post-election Report).  
7 Ibid. 31.  
8 Ibid. 33. 

https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf#page=21
https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf#page=21
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• 18% of tickets featured content taken out of context from other places or times 
to create false impressions of an election issue; 

• 17% of tickets involved unverifiable claims, such as friend-of-friend 
narratives.  

 
These numbers undermine any semblance of good faith attempts to protect and 

avoid censorship of lawful and constitutionally protected speech by Americans. The 
situation is made worse when you consider that agencies such as DHS and their 
partners’ attempts to avoid proper classification – and hence any transparency into or 
accountability for apparent free speech violations.9  

 
 Whether the censorship is politically motivated – as many suspect given the 
apparent heavily partisan inclinations, public statements, and resumes of those involved 
– or simply causing a clear disparate impact on conservative or counter-culture 
viewpoints, is largely beside the point. The federal government’s efforts to target 
malinformation (and with it, mis- and disinformation) are fraught with legal, ethical, 
and constitutional challenges that have yet to be properly addressed or remedied. 

 
Fighting so-called MDM provided the basis for public health authorities, 

including at the White House, the Centers for Disease Control and Prevention, and the 
Surgeon General’s Office to censor credentialed doctors, researchers, and academics 
expressing opinions during the COVID pandemic that in many cases proved both 
factually accurate and peer reviewed.  Even public disclaimers, guided by medical 
doctors’ expertise, on the potential dangers of Covid-19 vaccines appeared to have 
crossed the line of what certain federal officials deemed permissible speech.  

 
For instance, discovery from the blockbuster Missouri v. Biden case exposed how 

the Surgeon General’s Office and the CDC collaborated with the Virality Project to 
suppress factually true claims about potential side effects of COVID vaccines.10 In one 
email uncovered in the Twitter Files series, the Virality Project recommended to tech 
platforms that they act against “stories of true vaccine side effects” and “true posts 
which could fuel hesitancy.”11  

 

 
9 Mike Benz, “DHS Encouraged Children To Report Family To Facebook For Challenging US 
Government Covid Claims,” Foundation for Freedom Online (Aug. 28, 2022) (“While the nuance of these 
distinctions is intended to promote to the outside world that DHS exercises restraint, nuance and 
precision, in practice DHS deliberately folds virtually all of its targets into 
‘disinformation.’…[In a 2020 election disinformation conference hosted by DHS, their partner] the 
Harvard Belfer Center, [] taught election officials not to distinguish between ‘misinformation’ and 
‘disinformation’, because intent does not matter if a social media post influences voter opinions….Other 
tricks [] involve DHS partners labeling virtually all social media users posting favorable opinions about a 
narrative as automatically therefore being part of a ‘campaign’ or ‘influence operation.’”].  
10 James Bovard, “Private-federal censorship machine targeted TRUE ‘misinformation’”, New York Post, 
March 17, 2023, https://nypost.com/2023/03/17/private-federal-censorship-machine-targeted-true-
misinformation/#. 
11 Matt Taibbi, “Twitter Files”, X (Formerly Twitter), March 9, 2023, 
https://twitter.com/mtaibbi/status/1633830108321677315. 
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Even assuming federal officials believed that vaccine uptake was an unabashed 
good, they should have made their affirmative case and trusted the American people. 
Hiding true information or promoting “noble lies” only serves to foster an atmosphere of 
distrust.  Yet, too often, that appears to be what federal officials did. Federal partners 
spanning multiple agencies and their ostensibly nongovernmental counterparts worked 
to actively suppress any speech that shed negative light on COVID vaccines, even in 
instances when the speech was factually correct and legally protected under the First 
Amendment.  

Solution 
  

The First Amendment protects free speech and generally prohibits the federal 
government from practicing viewpoint discrimination. Whether the viewpoint is 
politically or ideologically oriented or emanates from one’s professional expertise, the 
federal government cannot and should not act to censor or suppress that speech. Online 
speech should be treated similarly. Targeting factually true speech on controversial 
public policy topics on the grounds that the public might draw a disfavored conclusion 
flies in the face of decades of legally recognized Constitutional protections and should be 
a clear no-go zone for federal officials.  

 
We again return to first principles – “bad” speech (whoever is defining it) should 

be countered with more, not less, speech. The government must not be allowed to be the 
arbiter of truth. Malinformation (and by extension, MDM writ large) is the perfect 
embodiment of this principle. When allowed to police speech, government actors have 
taken an inch and run a mile to go after speech that even they acknowledge is factually 
correct. For this reason, efforts to restrict malinformation have become the poster child 
for why government must be removed from the business of determining (and 
approving) what is considered to be permissible truth.   
 

Section 2: Draw Bright Lines for Federal Involvement that Protect First 
Amendment Activity 

 
Background 

 
  Increasing revelations about the federal government’s role in censoring 
American speech on social media exposed a concerning trend. Federal actors leverage 
their power to pressure social media companies both directly and by using ostensibly 
non-governmental third-parties. Private firms, nonprofit organizations, and university 
centers engage in the active flagging of disfavored online political speech for removal or 
deamplification by social media platforms. These third-party intermediaries are guided 
by federal officials behind closed doors to engage in actions that would otherwise be 
illegal, or legally questionable, for government officials to directly do themselves. This 
organizational structure blurs the boundary between direct federal government 
involvement and truly independent third-party actions of non-governmental entities 
and social media platforms. This complex web of domestic censorship warrants serious 
attention.  
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Analysis 
 
 Like any tool, there is the potential for the internet and social media to be 
misused for illegal purposes. The Supreme Court has recognized “few” categories of 
speech “long familiar to the bar” where the government can impose content-based 
restrictions, such as incitement to imminent lawless action, speech integral to criminal 
conduct, or child pornography.12 The government can and does have a role in protecting 
the American people from actual criminal conduct, even when it occurs online. But this 
can be fulfilled clearly and transparently through traditional law enforcement channels. 
 

That is not analogous to what has occurred over the past few years. More recent 
domestic efforts have taken aim at Americans who simply espouse their views on 
sensitive social and political topics, including election processes, government policies in 
response to COVID-19, and a range of other hot-button topics. The targeted content 
consists of views disfavored by some in government that does not fall within the scope of 
the highly limited, well-established exceptions to First Amendment protections. This 
effort appears to have been done largely behind closed doors, often through third party 
intermediaries rather than through direct law enforcement intervention, likely 
specifically to attempt to circumvent constitutional limitations on what the government 
can do.  
  

One example is the EIP, which by its own claim, was formed “in consultation with 
CISA and other stakeholders” and identified the problem it was seeking to address as 
“election disinformation that originates from within the United States, which would 
likely be excluded from law enforcement action under the First Amendment and not 
appropriate for study by intelligence agencies restricted from operating inside the 
United States.”13 The EIP consisted of Graphika, the Atlantic Council’s Digital Forensic 
Research (DFR) Lab, the Stanford Internet Observatory (SIO), and the University of 
Washington (UW) Center for an Informed Public.14 After the 2020 elections, the same 
EIP firms merely rebranded as the Virality Project to continue their censorship of online 
speech. This time they targeted narratives relating to Covid-19 vaccines instead of 
focusing on election processes.15 

 
According to their post-2020 wrap-up report, the EIP collaborated with CISA to 

begin their operation to counter “disinformation” narratives and actors on social 
media.16 During the 2020 elections, the overwhelming majority of narratives throttled 
by the EIP were right-wing populist narratives relating to election processes. Every 

 
12 United States v. Alvarez, 567 U.S. 709, 717 (2012). 
13 EIP Post-Election Report at 2. 
14 “The 2020 Election Integrity Partnership,” Election Integrity Partnership, accessed Nov. 10, 2023, 
https://www.eipartnership.net/2020. 
15 “Virality Project,” accessed Nov. 2, 2023, https://www.viralityproject.org/home.   
16 In the EIP’s post-2020 report, their operational timeline reads “Meeting with CISA to present EIP 
concept” on July 9, 2020, indicating that they pitched the concept of their very existence to the federal 
government before beginning their domestic censorship operations. Less than 3 weeks later July 27, the 
EIP launched its website. EIP Post-election Report at 3. 

https://www.eipartnership.net/2020
https://www.viralityproject.org/home


8 
 

single one of the 17 Twitter profiles targeted as “repeat spreaders of election 
misinformation” by the EIP during the 2020 elections was a conservative account.17 

 
The EIP nongovernmental entities regularly communicated over a shared 

messaging platform known as Jira in what looks to be a backdoor collaboration with 
federal government officials. The leader of the EIP himself, former Facebook executive 
Alex Stamos, admitted on video that the whole reason he organized the EIP to fight so-
called “mis,” “dis,” and “mal”-information, was because CISA lacked “the funding and 
the legal authorizations” to do so itself. Stamos said that he was able to quickly organize 
the four nongovernmental institutions “to try to fill the gap of the things that the 
government could not do themselves.”18  

 
EIP executives also boasted on video about inventing terms of service violation 

policy—called “delegitimization”—that had the effect of banning online speech that 
questioned or “delegitimized” election processes, such as mail-in ballots. In the video, 
EIP representatives explain how the coalition successfully pressured every single tech 
platform to adopt this election speech censorship policy in time for the 2020 elections 
under the threat of “huge regulatory pressure.”19 From there, bans could be imposed 
under the guise of terms of service violations rather than direct speech censorship. 

 
Since its inception, the key organs of the censorship industrial complex have 

become a revolving door between federal government, nongovernmental organizations, 
and tech companies. For instance, Stamos is a former Facebook executive who served on 
CISA’s “Cyber Hygiene” advisory subcommittee. He founded a consulting firm with 
former CISA director Chris Krebs after the pair organized their public-private (CISA-
EIP) censorship partnership during the 2020 elections.20 The Stanford Internet 
Observatory’s Renee DiResta worked in the CIA before her counter-disinformation role 
at Stanford and gave lectures at CISA disinformation summits.21 And the UW Center for 
an Informed Public Director, Kate Starbird, headed CISA’s disinformation advisor 
subcommittee until it was ultimately disbanded.22 

 
17 Ibid. 188.  
18 See “Testimony by Michael Shellenberger to The House Select Committee on the Weaponization of the 
Federal Government,” Mar. 9, 2023, https://judiciary.house.gov/sites/evo-subsites/republicans-
judiciary.house.gov/files/evo-media-document/shellenberger-testimony.pdf (citing FFOSourceClips, 
“EIP and CISA - Unclear Legal Authorities,” Rumble video, Sept. 16, 2022, https://rumble.com/v1kp8r9-
eip-and-cisa-unclear-legal-authorities.html.  
19 FFOSourceClips, “EIP-Bragging That They Pushed The Envelope on Censorship Policies; Threat of 
Regulation,” Rumble, Sept. 29, 2022, https://rumble.com/v1lzhvy-eip-bragging-that-they-pushed-the-
envelope-on-censorship-policies-threat-of.html. 
20 “Krebs Stamos Group,” accessed Nov. 2, 2023, https://www.ks.group/.  
21 See “Testimony by Michael Shellenberger to The House Select Committee on the Weaponization of the 
Federal Government,” Mar. 9, 2023, https://judiciary.house.gov/sites/evo-subsites/republicans-
judiciary.house.gov/files/evo-media-document/shellenberger-testimony.pdf (citing Alex Stamos, 
“Securing Our Cyber Future: Innovative Approaches to Digital Threats” (lecture, Stanford Internet 
Observatory, Stanford University, Palo Alto, CA, June 19, 2019), YouTube video, Oct 27, 2021, 18:00-
18:20, https://www.youtube.com/watch?v=ESR9k0BtmXY); see also Rennee Diresta, “Responding to 
Mis-, Dis-, and Malinformation,” Youtube-CISA, accessed Nov. 2, 2023, 
https://www.youtube.com/watch?v=yNe4MJ351wU. 
22 “CISA Cybersecurity Advisor Comm.,” imgur, accessed Nov. 2, 2023, https://imgur.com/a/oHzY7d6.  

https://stacks.stanford.edu/file/druid:tr171zs0069/EIP-Final-Report.pdf#page=206
https://rumble.com/v1kp8r9-eip-and-cisa-unclear-legal-authorities.html
https://rumble.com/v1kp8r9-eip-and-cisa-unclear-legal-authorities.html
https://rumble.com/v1lzhvy-eip-bragging-that-they-pushed-the-envelope-on-censorship-policies-threat-of.html
https://rumble.com/v1lzhvy-eip-bragging-that-they-pushed-the-envelope-on-censorship-policies-threat-of.html
https://www.ks.group/
https://www.youtube.com/watch?v=ESR9k0BtmXY
https://www.youtube.com/watch?v=yNe4MJ351wU
https://imgur.com/a/oHzY7d6
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The public-private partnership that has funded and armed many of these non-

governmental entities with resources and leverage to censor Americans under the 
imprimatur or direct threat of government regulation is a dangerous proposition for a 
society founded upon free speech.  
 

Solution 
 
 Government should not be involved in suppressing constitutionally protected 
speech. In the “few” circumstances where there is a legitimate legal basis to suppress 
online speech—such as preventing the dissemination of child pornography –the 
involvement of federal officials in identifying, flagging, or otherwise contributing to the 
removal should be clear, should be performed only by law enforcement, and should be 
open to both public and judicial scrutiny. This way, any action taken can be recognized 
for what it is rather than what it pretends not to be. And, if performed exclusively by law 
enforcement, the blurred line between private companies and government would 
become more defined. 
 

Section 3: Prohibit MDM Activities Among All Agencies with Domestic 
Jurisdiction 

 
Background 

 
The public justification, right or wrong, for the federal government’s foray into 

identifying and seeking to suppress online speech largely centered around stopping the 
dissemination of false and intentionally harmful information from hostile foreign actors. 
However, efforts to fight “MDM” quickly morphed away from countering purely foreign 
threats to addressing inaccurate or inconvenient domestic speech. As a result, there is a 
dissonance between how counter-“MDM” efforts were justified and what they actually 
have been doing. 
 

Analysis 
 
 The government’s initial nose in the tent for shaping “information 
infrastructure”—i.e., ideas and narratives—was justified in the name of targeting 
“foreign disinformation” and interference in elections.23 However, involvement in 
policing the flow of ideas and narratives was quickly re-directed towards “domestic 
disinformation.”24  

 
23 Department of Homeland Security, “Foreign Interference Taxonomy,” CISA.gov, July 2018, 
https://www.cisa.gov/sites/default/files/publications/19_0717_cisa_foreign-influence-taxonomy.pdf.  
24 See House of Representatives Committee on the Judiciary and the Select Subcommittee on the 
Weaponization of the Federal Government, “The weaponization of CISA: How a ‘Cybersecurity’ Agency 
Colluded with Big Tech and ‘Disinformation’ Partners to Censor Americans,” judiciary.house.gov, June 
26, 2023, https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-
media-document/cisa-staff-report6-26-23.pdf (finding “CISA expanded its mission from “cybersecurity” 
to monitor foreign ‘disinformation’ to eventually monitor all ‘disinformation,’ including Americans’ 
speech. In one e-mail exchange obtained by the Committee and Select Subcommittee, the agency’s rapid 
mission creep surprised even a non-profit focused on foreign ‘disinformation.’”). 

https://www.cisa.gov/sites/default/files/publications/19_0717_cisa_foreign-influence-taxonomy.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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CISA’s switch from a foreign to domestic focus as is seen in the statements of key 

stakeholders involved in the anti-disinformation effort. Below is an excerpt of comments 
made by EIP director Alex Stamos during CISA’s 3rd Annual National Cybersecurity 
Summit on October 8, 2020. Stamos was organizing his consortium of non-
governmental entities to collaborate with the federal government to flag speech and 
pressure tech platforms to censor entire narratives related to the upcoming elections: 
 

I think we talk way too much about foreign influence. I’m gonna be 
honest, I think we talk way too much about it because it’s sexy and it’s fun 
and it’s a little bit cold war-y, but the truth is that the vast majority of 
these problems, the problems within our information environment are 
domestic problems. They’re problems in how we interact with each other, 
of the norms that we’ve created about online political speech, about 
amplification issues, about how now politicians are utilizing platforms, 
and so I think we have like an 80-20 breakdown of 80% we talk about 
foreign and 20% domestic, I think that needs to be flipped.25 

 
Stamos’ advice appears to have been heeded. Just days into the Biden administration 

in January 2021, the DHS’s “Countering Foreign Influence Task Force” was renamed the 
“Mis-, Dis- and Malinformation” (“MDM”) team to target a wide range of domestic 
political speech online.26 The fact that the DHS later purged its MDM website to remove 
all references to domestic censorship references in March 2023 makes it more apparent 
that government actors were aware of the problematic nature of their domestic speech 
censorship. At the time, public outrage and congressional investigations were 
intensifying over revelations of the government’s quiet switch from focusing on 
countering hostile foreign “disinformation” to policing lawful domestic political speech 
under the banner of stopping “malinformation.”27  
  

Public records obtained by government watchdogs and congressional committees 
demonstrate that the non-governmental actors and consultants appointed to CISA’s 
MDM Subcommittee understood the dangers of the exercising their authority against 
domestic actors and speech. In documents produced to the House Judiciary Committee 

 
25 FFOSourceClips, “DHS’s Foreign-To-Domestic Disinformation Switcheroo,” Rumble, Aug. 22, 2022, 
https://rumble.com/v1gx8h7-dhss-foreign-to-domestic-disinformation-switcheroo.html. 
26 See  CSC White Paper #6: Countering Disinformation in the United States at 14, U.S. Cybersecurity 
Solarium Commission (Dec. 2021), https://www.hsdl.org/c/view?docid=863779 (“The Countering 
Foreign Influence Task Force, established in 2018 within CISA’s predecessor agency, became in 2021 the 
Mis-, Dis-, and Malinformation (MDM) team, which ‘work[s] in close coordination with interagency and 
private sector partners, social media companies, academia, and international partners on a variety of 
projects to build resilience against malicious information activities.’”). 
27 House of Representatives Committee on the Judiciary and the Select Subcommittee on the 
Weaponization of the Federal Government, “The weaponization of CISA: How a ‘Cybersecurity’ Agency 
Colluded with Big Tech and ‘Disinformation’ Partners to Censor Americans” at 32, judiciary.house.gov, 
June 26, 2023, https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-
media-document/cisa-staff-report6-26-23.pdf (“Following increased public awareness of CISA’s role in 
government-induced censorship and the Committee’s issuance of subpoenas to Alphabet, Amazon, Apple, 
Microsoft, and Meta in February 2023, CISA scrubbed its website of references to domestic MDM.”). 

https://rumble.com/v1gx8h7-dhss-foreign-to-domestic-disinformation-switcheroo.html
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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and Select Subcommittee on Weaponization, former CIA legal advisor Suzanne 
Spaulding urged Dr. Kate Starbird, MDM Subcommittee member and Director of the 
UW Center for an Informed Public, “to focus solely on addressing foreign threats.” 
During an August 8, 2022, meeting, feedback from the National Association of State 
Election Directors (NASED) and the National Association of Secretaries of State (NASS) 
given to CISA cautioned that CISA “should not be involved in this mission space, except 
when a foreign adversary is at play.” Twitter’s Chief Legal Officer and MDM 
subcommittee member Vijaye Gadde responded with doubt that this distinction 
between foreign and domestic can be made by CISA because “it is difficult to determine 
whether a foreign adversary is involved.”28  

 
Yet, records also showed that these same influential outside advisors continually 

sought to push the boundaries of their mission to target all types of perceived mis-, dis-, 
or malinformation, whether or not it had a foreign nexus, even in the face of public 
backlash. For instance, the post-2020 report from the EIP affirms this fact reporting 
that less than 1% of tickets pertained to foreign interference.29 In addition to the 
domestic-oriented nature of the censorship, the relatively small reach and significance 
of the targeted posts also undermines the threat level held up by the government as the 
basis for their action. A recent expose based on documents obtained by the House 
Committee on Homeland Security and covered by Real Clear Investigations revealed 
that “of the 330 tickets in which EIP analysts measured the virality of the offending 
comment, nearly half were less-than-viral, per EIP’s definition of 1,001 or less 
engagements.”30 This is hardly the sort of pervasive threat it has been made out to be to 
justify infringing on Americans’ rights to free speech online. 
  

Solution 
 

The solution to “bad” speech is more speech, not less. This is even true when 
foreign speech is at issue. 

 
Attempting to suppress “foreign disinformation” is a short, slippery slope to 

attempting to manage and control domestic speech and narratives. Distinguishing 
between “foreign” and domestic speech online is inherently difficult in the first instance. 
It becomes impossible as ideas that originate in one place are spread by citizens 
domestically, including citizens who may have organically come to the same conclusion 
as a foreign source.   

 

 
28 House of Representatives Committee on the Judiciary and the Select Subcommittee on the 
Weaponization of the Federal Government, “The weaponization of CISA: How a ‘Cybersecurity’ Agency 
Colluded with Big Tech and ‘Disinformation’ Partners to Censor Americans,” judiciary.house.gov, June 
26, 2023, https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-
media-document/cisa-staff-report6-26-23.pdf. 
29 Ben Weingarten, “Documents Shed New Light on Feds’ Collusion with Private Actors to Police Speech 
on Social Media,” Real Clear Investigations, Nov. 6, 2023, 
https://www.realclearinvestigations.com/articles/2023/11/06/documents_shed_new_light_on_feds_co
llusion_with_private_actors_to_police_speech_on_social_media_990672.html.  
30 Ibid. 

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/cisa-staff-report6-26-23.pdf
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 Moreover, attempting to suppress foreign “disinformation” is irreconcilable with 
the search for truth in an open marketplace of ideas. While there are good reasons to be 
skeptical of claims originating with certain bad or hostile actors, just because 
information originates or is reported overseas does not mean it is false, even when it 
contradicts the U.S. government’s official position. As with all efforts to police “MDM” 
through censorship, policing foreign “disinformation” is inherently patronizing to the 
American people.  

 
A better solution is to counter “bad” speech with “good” speech or in more 

neutral terms, more speech. Rather than seeking to suppress or throttle perceived 
disinformation, government and civil society organizations can and should seek to 
persuade with their own information.  

 
A good first step for moving back to this proper role is to restrict the authority of 

domestic-facing agencies like DHS and the FBI from engaging in MDM activities 
altogether. Documented evidence shows this authority is too prone to abuse, without 
accountability, to be properly endowed. This is not to legitimize all efforts by other 
ostensibly foreign-facing organizations, such as the State Department’s Global 
Engagement Center. These efforts can also be deeply problematic and in need of reform, 
particularly when they move from countering foreign disinformation with government 
speech in the marketplace of ideas to suppressing disfavored narratives. Rather, it is a 
recognition that reform needs to start somewhere, and domestic facing entities are 
clearly inappropriate vehicles for “MDM” activities that were justified by a purported 
need to counter foreign disinformation.   

  
Section 4: Restore the Definition of Critical Infrastructure to Mean Tangible 

Structures and Systems 
 

Background 
 

In recent years, the definition of “critical infrastructure” has become increasingly 
untethered from its original meaning encompassing vital physical structures and 
systems under DHS protection. Traditionally, infrastructure included obvious, easily 
understood, and identifiable elements like dams, power plants, government buildings, 
and transportation systems. However, over the past few years, agencies such as CISA 
have claimed for themselves the power to police the flow of information and narratives 
by redefining public discourse as “cognitive infrastructure.”  
 

Analysis 
 
 On January 6, 2017, outgoing Obama-era DHS Secretary Jeh Johnson designated 
election infrastructure as a critical infrastructure subsector the DHS had the duty to 
protect. Johnson clearly defined election infrastructure as physical facilities and systems 
used for elections: “By ‘election infrastructure,’ we mean storage facilities, polling 
places, and centralized vote tabulation locations used to support the election process, 
and information and communications technology to include voter registration 
databases, voting machines, and other systems to manage the election process and 
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report and display results on behalf of state and local governments.”31 Thus, Secretary 
Johnson’s guidelines provided clearly defined and easily understood structures and 
networks that comport with widely-understood concepts of “infrastructure.”  
  

However, by 2019, after the creation of CISA and as narratives concerning direct 
foreign interference with election structures and networks in the 2016 election ebbed, 
DHS refocused on “cognitive infrastructure.” “Foreign disinformation” on social media 
became increasingly framed as a threat to election infrastructure, which DHS seized 
upon to begin monitoring online speech relating to electoral processes.32 This 
framework of interpreting speech on social media as a threat to election infrastructure 
was subsequently turned inward on domestic speech.  
  

In the wake of the 2020 elections and after former CISA Director Chris Krebs was 
fired by then-President Donald Trump, Jen Easterly was appointed by President Biden 
to become Director of CISA. She continued to enact concerning definitional changes to 
critical infrastructure. Under Ms. Easterly CISA expanded the definition of critical 
infrastructure from easily identifiable, tangible things to obscure, meta-physical 
frameworks, proclaiming that “the most critical infrastructure is our cognitive 
infrastructure, so building that resilience to misinformation and disinformation, I think, 
is incredibly important.”33 “Cognitive infrastructure,” i.e., the thoughts and personal 
opinions formed in the minds of everyday American citizens, has suddenly been 
designated as critical infrastructure. Under this Orwellian framework, created out of 
whole cloth, CISA seemingly believes that it has a duty to interfere with the individual 
beliefs, opinions, and identities of all individuals, American citizens not excepted. CISA 
implemented this fundamental change without any serious public debate. 

 
The changes in definitions to critical infrastructure have consistently been 

initiated by individual actors without any public comment or clear boundaries, resulting 
in a vague and confusing situation. The vagueness and complexity of this amorphous 
blob, once clearly defined and easily identified infrastructure, creates a framework for 
federal employees and insiders at government-linked institutions to act against views 
and beliefs that they personally believe to be wrong or problematic. Everyday Americans 
are left to face the repercussions, as their hard-earned tax dollars may be utilized to 
infringe upon their personal freedoms of speech and right to formulate an opinion. 

 
31 Department of Homeland Security, “Statement by Secretary Jeh Johnson on the Designation of Election 
Infrastructure as a Critical Infrastructure Subsector,” Press Release, Jan. 6, 2017, 
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-
infrastructure-
critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructu
re%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20criti
cal%20infrastructure%20sector. 
32 Department of Homeland Security, “Homeland Security Advisory Council Interim Report of The 
Countering Foreign Influence Subcommittee,” dhs.gov, May 21, 2019, 
https://www.dhs.gov/sites/default/files/publications/ope/hsac/19_0521_final-interim-report-of-
countering-foreign-influence-subcommittee.pdf. 
33 Maggie Miller, “Cyber Agency Beefing Up Disinformation, Misinformation Team,” The Hill, Nov. 10, 
2021, https://thehill.com/policy/cybersecurity/580990-cyber-agency-beefing-up-disinformation-
misinformation-team/. 

https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructure%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20critical%20infrastructure%20sector
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructure%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20critical%20infrastructure%20sector
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructure%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20critical%20infrastructure%20sector
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructure%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20critical%20infrastructure%20sector
https://www.dhs.gov/news/2017/01/06/statement-secretary-johnson-designation-election-infrastructure-critical#:~:text=Statement%20by%20Secretary%20Jeh%20Johnson,as%20a%20Critical%20Infrastructure%20Subsector&text=I%20have%20determined%20that%20election,Government%20Facilities%20critical%20infrastructure%20sector
https://www.dhs.gov/sites/default/files/publications/ope/hsac/19_0521_final-interim-report-of-countering-foreign-influence-subcommittee.pdf
https://www.dhs.gov/sites/default/files/publications/ope/hsac/19_0521_final-interim-report-of-countering-foreign-influence-subcommittee.pdf
https://thehill.com/policy/cybersecurity/580990-cyber-agency-beefing-up-disinformation-misinformation-team/
https://thehill.com/policy/cybersecurity/580990-cyber-agency-beefing-up-disinformation-misinformation-team/
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Solution 
 
“Cognitive infrastructure” is not infrastructure in any traditional sense of the 

term. The definition of critical infrastructure must be restored to well understood and 
identifiable tangible structures and systems. No single actor or group of actors within a 
federal agency should be able to simply invent arbitrary definitional changes to critical 
infrastructure to obscure or expand the boundaries within which the agency operates. 
Any alterations to key definitions—such as redefining critical infrastructure—should 
come from Congress, after appropriate public debate. And even then, they should not 
include regulating Americans’ “cognitive infrastructure.”  

 
Section 5: Remove the Government as Financier for the Censorship 

Industry 
 

Background 
 
The complex network of private censorship firms, nonprofit organizations, and 

universities working in tandem with the federal government to suppress speech has 
created a censorship industrial complex that was kickstarted and sustained by federal 
grants and awards. Using taxpayer funding, the federal government has effectively 
bankrolled a new industry entirely dedicated to fighting purported “misinformation” 
(and all its various iterations) online. As a result, American taxpayer dollars are 
effectively subsidizing the censorship of constitutionally protected speech.   
 

Analysis 
  

The four original entities involved in the EIP all ran on vast amounts of federal 
funding. The Atlantic Council receives taxpayer dollars from the State Department, 
USAID, the Department of Defense, the Department of Energy, and more.34 Private 
censorship firm Graphika was awarded grants from the Defense Department’s Minerva 
Initiative and DARPA.35  

 
Following the EIP’s 2020 election efforts, federal support increased dramatically 

and moved to what was contemporaneously one of the most controversial public policy 
debates in the country: COVID-19. This included discussion around vaccines, masks, 
school closures, mandates surrounding each of those issues, various treatments such as 
Ivermectin and hydrochloroquine, and so on. The disinformation labs at the University 
of Washington and Stanford had not received direct federal funding prior to the 2020 
elections. However, that changed in early 2021. Both universities’ disinformation labs 
received a $3 million joint grant for “rapid response research of mis- and 

 
34 The Atlantic Council, “2022 Honor Roll of Contributors,” Atlantic Council, May 10, 2023,  
https://www.atlanticcouncil.org/in-depth-research-reports/report/2022-honor-roll-of-contributors/. 
35 The United States House Select Committee on the Weaponization of the Federal Government, “The 
Censorship Industrial Complex,” judiciary.house.gov, March 9, 2023, 11, 
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-
document/shellenberger-testimony.pdf.  

https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/shellenberger-testimony.pdf
https://judiciary.house.gov/sites/evo-subsites/republicans-judiciary.house.gov/files/evo-media-document/shellenberger-testimony.pdf
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disinformation” from the National Science Foundation.36 Graphika also received nearly 
$5 million in grants from the Department of Defense shortly after the Biden 
administration took office.37  

 
Since that time, the federal government has increased its funding of ostensibly 

nongovernmental organizations engaged in “misinformation” research. For example, 
Senate “Commerce Committee Republican staff has identified over 105 grants [by the 
National Science Foundation (“NSF)"] between 2021 and 2023 – totaling over $66 
million in taxpayer funding – to so-called ‘misinformation’ research, directly funding 
organizations that work with online platforms to censor Americans.”38  Grants by the 
NSF include programs explicitly targeted at “populist” messages.39  Another grant seeks 
to “extend our use of computational means to detect misinformation, using multimodal 
signal detection of linguistic and visual features surrounding issues such as vaccine 
hesitancy and electoral skepticism, coupled with network analytic methods to pinpoint 
key misinformation diffusers and consumers” with a goals including “strategically 
correct[ing] misinformation within the flow of where it is most prevalent online.”40  As 
public and congressional backlash emerged, the Harvard Misinformation Review, a 
journal created and dedicated to the advancement of the counter-disinformation space 
of academia, declared that “The field of mis- and disinformation” is “here to stay” and 
“too big to fail.”41 
 
 In a globalized world where technological competition with foreign adversaries is 
intense, the public is right to expect that the government’s focus is on scientific 
advancement and military operations that advance the interests and security of the 
American people. Yet the revelations around how governmental organizations are 
funding programs that appear aimed at “correct[ing]” disfavored views suggest some 
elements of government are more focused on research that has disturbing potential to 
infringe upon the freedoms of the American people.  

 
36 Center for an Informed Public, “$2.25 Million in National Science Foundation Funding Will Support 
Center for an Informed Public’s Rapid-Response Research of Mis- and Disinformation,” University of 
Washington, Aug. 15, 2021, https://www.cip.uw.edu/2021/08/15/national-science-foundation-uw-cip-
misinformation-rapid-response-research/.  
37 “Award Profile Grant Summary-Department of Defense (DOD),” usaspending.gov, accessed Nov. 2, 
2023, https://www.usaspending.gov/award/ASST_NON_N000142112106_1700. 
38 Press Release, “Sen. Cruz Demands Answers on Taxpayer-Funded Censorship,” Oct. 31, 2023, 
https://www.commerce.senate.gov/2023/10/sen-cruz-demands-answers-on-taxpayer-funded-
censorship.  
39 See Project Grant FAIN 2223914, last accessed Nov. 11, 2023, 
https://www.usaspending.gov/award/ASST_NON_2223914_4900 ("This project uses several methods 
to study how populist politicians distorted COVID-19 pandemic health communication to encourage 
polarized attitudes and distrust among citizens, thus making them more vulnerable to misinformation 
generally.  It also studies how to best counter these populist narratives and develop more effective 
communication channels.”). 
40Award Abstract # 2230692:  NSF Convergence Accelerator Track F: Course Correct: Precision Guidance 
Against Misinformation, NSF, last accessed Nov. 11, 2023, 
https://www.nsf.gov/awardsearch/showAward?AWD_ID=2230692&HistoricalAwards=false  
41 Chico Q. Carmargo & Felix M. Simon, “Mis- and disinformation studies are too big to fail: Six 
suggestions for the field’s future,” Harvard Kennedy School Misinformation Review, Sept. 20, 2022, 
https://misinforeview.hks.harvard.edu/article/mis-and-disinformation-studies-are-too-big-to-fail-six-
suggestions-for-the-fields-future/.  

https://www.cip.uw.edu/2021/08/15/national-science-foundation-uw-cip-misinformation-rapid-response-research/
https://www.cip.uw.edu/2021/08/15/national-science-foundation-uw-cip-misinformation-rapid-response-research/
https://www.usaspending.gov/award/ASST_NON_N000142112106_1700
https://www.commerce.senate.gov/2023/10/sen-cruz-demands-answers-on-taxpayer-funded-censorship
https://www.commerce.senate.gov/2023/10/sen-cruz-demands-answers-on-taxpayer-funded-censorship
https://www.usaspending.gov/award/ASST_NON_2223914_4900
https://misinforeview.hks.harvard.edu/article/mis-and-disinformation-studies-are-too-big-to-fail-six-suggestions-for-the-fields-future/
https://misinforeview.hks.harvard.edu/article/mis-and-disinformation-studies-are-too-big-to-fail-six-suggestions-for-the-fields-future/
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Solution 
  

The “field of mis- and disinformation” does not merely seek to correct inaccurate 
information through counter speech. It seeks to suppress what it views as untrue 
information. Accordingly, it functions as a high-tech inquisition that can and must fail. 
The federal government should no longer be allowed to fund entities involved in anti-
disinformation studies, research, or technologies that seek to suppress political speech, 
dissent, or narratives that do not toe the government line. The unspoken mission of 
many of the entities that have received funding to date is to target speech based on 
political ideology (i.e., almost always conservative-leaning and/or anti-establishment). 
Perhaps the most pernicious aspect is that it provides federal officials with a sense of 
deniability that they are not the ones directing the censorship. This should end if public 
trust in the government’s defense of free speech is to be regained. 
 

Section 6: Impose Accountability on Free Speech Violators 
 

Background 
  

The issue of sovereign or qualified immunity has become a major topic of 
discussion in recent years, often as a result of local police actions that are alleged to 
abuse civil rights of citizens. The discussion has since extended to federal officials’ 
liability as a result of the perceived weaponization of law enforcement, in some cases for 
the purpose of advancing a political cause. As discovery in litigation and congressional 
oversight investigations have revealed individual cases of government officials using 
their authority to suppress American’s First Amendment rights to free speech, the case 
for a modified approach to those individuals’ personal liability has become much 
stronger.  

 
Analysis 

   
Between the Missouri v. Biden litigation, other free speech lawsuits, and the 

revelations coming from the release of the Twitter Files, it is clear that several 
government officials personally had a hand in censoring the lawful speech of American 
citizens.  

 
Missouri may provide the clearest examples to date. The lawsuit details how just 

days after the Biden administration took office, the Digital Director for the COVID-19 
Response Team emailed Twitter and requested the removal of an anti-COVID-19 
vaccine tweet by Robert F. Kennedy Jr. On February 6, 2021, the former Deputy 
Assistant to the President and Director of Digital Strategy, asked Twitter to remove a 
parody account linked to Hunter Biden’s daughter, demonstrating the intimate 
relationship between the White House official and the social media company. The 
account was suspended within 45 minutes of the official’s request.  

 
The White House also had the same direct line of communication with Meta 

(formerly Facebook) for the purposes of removing posts and accounts that the White 
House characterized as threatening public health that coincidentally criticized aspects of 
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their controversial pandemic response at the time. For instance, from May 28, 2021, to 
July 10, 2021, a senior Meta executive reportedly copied a former White House Senior 
COVID-19 advisor on an email detailing how Meta was censoring COVID-19 
misinformation in accordance with “requests from the White House.42 No distinction 
was made regarding the national origin of the account, the speaker’s legal or 
constitutional rights to express the statement in question or the authority of the federal 
official to request a private actor suppress particular speech. 

 
Third-party intermediaries appear to be government officials’ preferred vehicle 

for suppressing online speech it would otherwise be unlawful for these federal officials 
to censor themselves. Several actors within the Biden administration and working at the 
White House took a more direct route with little concern for subsequent accountability. 
Accountability must be created to deter these back-door methods.  

 
Solution 

 
The right to free speech is central to the proper functioning of a democratic 

society. Systematic violations of this right by government officials wielding the power to 
regulate or shut down private actors presents tremendous danger to the future of 
political discourse. Whether it is conservative speech today or progressive speech 
tomorrow, it is wholly inappropriate for federal officials to abuse their authority toward 
this end. However, as is clear in other areas, without the opportunity for personal 
accountability, the likelihood of preventing future abuse is low. The weaponization of 
government must not be allowed to become so ingrained and consequence-free that it 
becomes an accepted downside of losing elections or criticizing incumbents. 
Accordingly, there must be both employment consequences and potential civil liability, 
possibly even criminal liability for the most egregious cases, for repeated or blatant First 
Amendment violations.  
 
  

 
42 Missouri v. Biden, “Memorandum Ruling on Request or Preliminary Injunction,” 3:22-cv-01213-TAD-
KDM,  (W.D. LA July 4, 2023), available at https://ago.mo.gov/wp-content/uploads/missouri-v-biden-
ruling.pdf. 

https://ago.mo.gov/wp-content/uploads/missouri-v-biden-ruling.pdf
https://ago.mo.gov/wp-content/uploads/missouri-v-biden-ruling.pdf
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Conclusion 
 
We must approach questions of purported “dis-,” “mis-,”, or “malinformation” 

with a healthy dose of humility that acknowledges what we believe today may be shown 
to be incorrect tomorrow. The censorship industrial complex approaches these 
questions with a haughty arrogance and self-righteousness that would make Javert 
blush. Accordingly, the censorship industrial complex poses a significant threat to the 
fundamental principles of democracy and free speech upon which the United States was 
founded. The abuse of taxpayer resources and government authority to curtail speech 
under the pretext of countering disinformation or protecting critical infrastructure 
demands immediate reform. The proposals outlined in this report provide a framework 
to address these issues and safeguard the rights of American citizens. 
  

While the problem will likely require several rounds of reform, there are at least 
six notable reforms to guide the first effort.  

 
1) Federal actors have no business being the arbiters of truth. Malinformation 

represents the furthest reaches of the government’s abuse of their perceived 
legal mandate to perform this role. In practice, their efforts across mis-, dis-, 
and malinformation represent viewpoint discrimination that run in direct 
opposition to rights protected under the Constitution.  

2) The federal government’s involvement in removing or suppressing online 
speech should be evidenced in a clear and direct role that can identify a well-
defined law enforcement or national security predicate that places speech 
outside traditional constitutional protections.  

3) MDM activities by federal agencies present irreconcilable legal challenges; 
domestic-facing agencies should be prohibited from participating in these 
activities while exercising their domestic jurisdiction.  

4) The slippery slope in definitional changes that has allowed accepted missions 
to defend “critical infrastructure” to now extend to Orwellian concepts like 
“cognitive infrastructure” must be reined in.  

5) Taxpayer dollars to seemingly experimental domestic censorship endeavors 
must be cut off immediately, and any attempts to use taxpayer funds to 
enhance technological tools used for domestic censorship or promote the 
development of organizational structures that are used to curtail domestic 
political narratives must be identified and swiftly eliminated.  

6) Finally, accountability must be upheld at all levels of government. Federal 
officials using their positions to pressure tech platforms to censor or de-
amplify American speech and narratives and infringe upon protected free 
speech should face repercussions. Holding the actors who purposefully 
involved themselves in organizing the censorship of Americans will reinforce 
and preserve the fundamental freedoms of speech and expression upon which 
the nation stands.  

 
By dismantling the censorship industrial complex and enacting these reforms, 

the nation can move forward in the internet age and embrace a society where diverse 
perspectives thrive, and democratic ideals survive.  
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